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CDSE Cybersecurity Team Members

Curtis Cook 
Cybersecurity Curriculum Manager

Evelyn Okoro 
Cybersecurity Course Manager

Victor Adekoya 
Cybersecurity Course Manager 

Rodney Poindexter 
Cybersecurity Instructional Designer 
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CDSE Training Cybersecurity Update FY23

• Assessing Risk and Applying Security Controls to NISP 
Systems CS 301.01 
o FY 23 Courses: December, March, June, and August. 
o Next FY 24 Course December 11-15, 2023 at CDSE

• Risk Management Framework eLearning CS 100 
o RMF Steps 1-6 CS 100 to conform to NIST-800-37 Rev2

• Updated DISA courses on STEPP
o Using Mobile Devices in a DoD Environment DS-IA109.06
o Phishing and Social Engineering: Virtual Communications 

Awareness Training DS-IA103.06
o Cyber Awareness Challenge CAC DS-IA106.06
o DISA Privilege User Responsibilities DS-IA112.06
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CDSE Training Cybersecurity Update FY24

• STEPP Courses Currently under Maintenance

• Protected Distribution Systems CS140.16

• Technical Implementation of A&A in the NISP CS300.06

• Continuous Monitoring CS 200.16

• Updated – 24 Cyber Awareness Challenge CAC DS-IA106.06

• CompTIA CPEs

• https://www.comptia.org/docs/default-source/continuing-
ed/cdse.pdf?sfvrsn=6ba3faf6_8
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Cybersecurity – FY 24 Priorities

• CS 301 ILT to VILT

• eLearning

o Maintenance

▪ CS160.01 – Cybersecurity for Security Personnel

▪ CS130.01 – Cyber Awareness

o New

▪ Android / Apple App Permissions short

▪ Zero Trust

• Update Social Media Job Aids

• ISSP Course Training Needs Analysis (TNA)
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CDSE Training ISSM Course

• https://www.cdse.edu/Training/Instructor-led/CS301/

https://www.cdse.edu/Training/Instructor-led/CS301/
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CDSE Training Cybersecurity Website

• https://www.cdse.edu/Training/Cybersecurity/

https://www.cdse.edu/Training/Cybersecurity/
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Cybersecurity Catalog

• One Instructor-Led course

• 20 eLearning courses

• Two Curricula

• Two Toolkits

• Five Security Shorts

• 11 Job Aids

• 18 Webinars

• Three Security Training Videos

• Seven Security Awareness Games

• Three Interdisciplinary collaborations

• Case Studies

• 16 Cybersecurity Posters
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Cybersecurity eLearning Courses

• Introduction to the NISP RMF A&A Process CS150.16

• Applying Assessment & Authorization (A&A) in the National Industrial 
Security Program (NISP) CS250.16

• Technical Implementation of A&A in the NISP CS300.06 

• Continuous Monitoring CS200.16

• Protected Distribution System CS140.16

• Cybersecurity Awareness CS130.16

• Cybersecurity for Security Personnel CS160.16
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Cybersecurity eLearning Courses

• Cyber Awareness Challenge (CAC) DS-IA106.06 

• Enterprise Mission Assurance Support Service (eMASS)  DISA-100.06 

• Phishing and Social Engineering: Virtual Communication Awareness Training DS-IA103.06

• Privileged User Responsibilities DS-IA112.06

• Using Mobile Devices in a DoD Environment  DS-IA109.06

• Introduction to the Risk Management Framework (RMF) CS124.16 

• Risk Management Framework (RMF): Prepare Step CS101.16

• Risk Management Framework (RMF) Categorization of the System CS102.16

• Risk Management Framework (RMF) Selecting Security Controls CS103.16

• Risk Management Framework (RMF) Implementing Security Controls CS104.16

• Risk Management Framework (RMF) Assessing Security Controls CS105.16

• Risk Management Framework (RMF) Authorizing Systems CS106.16

• Risk Management Framework (RMF) Monitor Security Controls CS107.16
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Cybersecurity Security Shorts

• Assured File Transfer

• Data Spills

• Cybersecurity Attacks: The Insider Threat

• Cybersecurity: Incident Response

• Cybersecurity and the Use of New Personal Devices
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18 On Demand Webinars

• Assessment and Remediation using the SCAP 
Tool

• Best Practices and Vulnerabilities for 
Privileged Accounts

• Common Scams and Frauds

• Developing an Incident Response Capability

• Greater Security in Seven Days 

• Information Security Continuous Monitoring

• Cybersecurity and Teleworking: Concerns, 
Challenges, and Practical Solutions – Part 1

• Cybersecurity and Teleworking: Concerns, 
Challenges, and Practical Solutions – Part 2

• Preventing and Recovering from 
Ransomware

• Secure Communication for an Insecure 
World

• Secure Configuration for Hardware and 
Software

• Creating a Workplace Culture of 
Cybersecurity

• Top 20 Critical Security Controls

• Your Evolving Digital Life

• Your Fridge May be Spying On You: 
Securing the Internet of Things

• Know Your CDSE – Cybersecurity

• Cloud Computing

• Cybersecurity and Teleworking: 
Concerns, Challenges, and Practical 
Solutions – Part 3 (Collaboration Tools)
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Toolkits

Two Toolkits commonly accessed by DOD & Industry:
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Cybersecurity Instruction in CDSE Security Discipline Products

• DOD Security Specialist Course (DOD SSC) 2-hour block of 
instruction for 0080 Security Specialists

• Special Access Programs (SAPs) Mid-Level Course 2-hour 
block of instruction covering SAP Cybersecurity principles

• Insider Threat Sentry App for Android / Apple devices that 
include Cyber focused videos and other content
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Security Awareness Hub / Case Studies
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CDSE Instructor-Led Schedule

• https://www.cdse.edu/Training/Schedule/

https://www.cdse.edu/Training/Schedule/


DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

21

UNCLASSIFIED

UNCLASSIFIED

CDSE Instructor-Led Schedule
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CERTIFICATION
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SECURITY AWARENESS



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

24

UNCLASSIFIED

UNCLASSIFIED

CDSE PLATFORMS

Insider Threat Sentry App
https://securityawareness.usalearning.gov/cdse/nitam/sentry.html

https://securityawareness.usalearning.gov/cdse/nitam/sentry.html
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NATIONAL AWARDS
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STAY CONNECTED WITH CDSE



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

27

UNCLASSIFIED

UNCLASSIFIED

CDSE BY THE NUMBERS
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